RN LAY nginx 502 no live upstreams 4%

& xnathan.com/2019/05/07/nginx-502

2019458 7H
R ENERES , ZEEFAAFEAEN , BNE sl EiEmsskidskEs |
Nginx JR[B] K& 502 Bad Gateway %%,

PABLR U AZ2AN, , LN BNSRT SRR T A sttt IR , A3 (EB) nginx
Linux NAZIRES , T4 502 FRIGMREA |, FiRHMEMARRINE , 4 AR
B HEHISE,

B RS

MEMEAE=—EBRA=RSH L, ETPWAEET web IS , 12174 docker B , 5—&
EEFENEEET Nginx , FSRRAFENARS 2.

YBECE :
A% CentOS 7.5.1804

CPU: 2x8 Core 2.4 GHz

NfE : 32G

B8 - 50G + 500G
ENHAER—MERK B—adls L, ENEshET , R ESE Nginx K415,

NEEaBEE , TUNAR S ANm S i [8) KIE7E 2ms 245 , FF&H) TPS 7£ 2600 24 , Eill—
EiRE , FRERITA LT, TPS KAFE).

Stop:
[ - 0 | I oy Elapsed Tima 00:08:33 (hhmmss)
1939 1 .
“« Reset Hits/Second 0.00 (last 60 sec]
(111 Wi Passed Transact tions 1086500 Q,

R Ry wvhol T Response Time - whole scen:
st e s st ~ 8
2,000 P F 2 N N
P @ Y —d N N,
¢ 1,500 e ﬂ c 5 o Ne—” e 3
5 ) \
2 1,000 - S = \
=1 _’_/ B3 —— S
5 e = o
® 500 e g2 R
| [ 8 e
00:01:00  00:0200 OO:03:00  00:0400  O0:05:00 OO:06:00 000700 00:05:00 00:01:00  00:02:00 00:03:00 00:04:00 00:05:00  00:08:00 0O:07:00  D0:08:00
Elapsed Time Elapsed Time (Hour:Min:Sec)
TransiSec (Passed) - whole scenario Error Statistics - whole scenario
3,000 s
PR / \ 140,000 o oo oo

3 2,500 1 et e / e 120,000 o
@ w / Y [
2 2,000 R b £ 100,000
£ e d \\ £ “gn00 o
E :.ggg \ T 60000 r ol
51 ‘\ * 40,000 fel
& 500
= " 20,000 o

00:01:00 00:02:00 00:03:00 00:04:00 00:0500 00:06:00 00:07:00  00:08:00 00:01:00 0C:0200 0O:03:00 0O0:0400 00:05:00 000600  00:07:00  00:08:00

Elapsed Time (Hour:Min:Sec) Elapsed Time

ME RS A ma ks, RINY ARS 256 CPU MM S/E X —E I A N AR KIE 3.

1/26


https://xnathan.com/2019/05/07/nginx-502/

[ZF-CPUFIAEE (%) e RF-ARATEE (Mbps) [P

100

10:15 10:30 10:45 11:00 10:15 10:30 10:45 11:00
A A
4L B #4752 p) B’
NA-REERE (v o BIA-AMEFE (Vbps) o
2000 100

1000.

_—

-
=S

— S

—

10:15 10:30 10:45 11:00 10:15 10:30 10:45 11:00
A fl RFF ’ AT RFF ‘
BRENE PR ERER , BAER 502,

Type of Message: IEerrS j I n [retailz _| _| Freeze

T_I,Ipel Mezzage Code [2] |Sam|:u|e tezzage Text Total ... Yizers |S|:ri|:|t$ |Generatu:urs |He||:| |
Q -179393 :Error System. e java.io |0Escephion: Se... 340839 100 1 1
] -16933 Errar: Cannot start transaction 'ge... 34071 100 1 1
Detailed Meszage Text: (
Errar: System.erm: java.io |0Esception: Server relurrled HTTF responge code: 502 for URLY http: /4172, 27.110.4: 77961 /kde (
Errar

Sumrmary I

|Sample Mes=zage Text

FHEI

AT4 RSB EFTEZRMRS , MIFFLRAATE | REEEINAEARIZE— 2K
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# webserver/app.py

import time

import tornado.gen

import tornado.ioloop
import tornado.web

import tornado.httpserver

class

MainHandler (tornado.web.RequestHandler):

def get(self):
# Simulate a slow web server
time.sleep(0.02)
self.write("Hello, world")

def make_app():
return tornado.web.Application([
(r"/", MainHandler),

1)

if __name__ == "__main__":
app = make_app()
server =

tornado.httpserver.HTTPServer (app)
server.bind(8888)
server.start()

tornado.ioloop.IOLoop.current().start()
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2. Nginx &

Nginx K50 B RIFANZ L ENE AN —2

# nginx.conf

user nginx;
worker_processes 8;

error_log /var/log/nginx/error.log;

pid /var/run/nginx.pid;
events {
worker_connections 30000;
}
http {
include /etc/nginx/mime. types;
default_type application/octet-stream;
log_format main '$remote_addr - $remote_user [$time_local]
"$request" '
'$status $body_bytes_sent "$http_referer" '
'""$http_user_agent" "$http_x_forwarded_for"';
access_log /var/log/nginx/access.log main;
sendfile on;
tcp_nopush on;
tcp_nodelay on;
keepalive_timeout 65;
upstream s1 {
server appl:8888;
server app2:8888;
}
server {
listen 8888;
location / {
proxy_pass http://s1;
}
}
#gzip on;
include /etc/nginx/conf.d/*.conf;
}
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WE worker_connections A—NLLERKHE , 2R 7 1.LH8A nginx worker BEAMNEE L
HIER.

£ http BRHPIBAN server Wlfr 8888 in , 7 E kX app1 #1 app2 P> host 8888 ¥
M.

3. docker compose BB

AR/ docker compose 3L :

6/26



version: "3"

services:
appl:
build:
context: ./webserver

app2:
build:
context: ./webserver

nginx:
image: nginx
volumes:
./nginx.conf:/etc/nginx/nginx.conf
ports:
- 8888:8888
links:
- appl
- app2

11T docker-compose up JBEhAR%.
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FTFF jmeter x5 , $TH nginx_test.jmx EUEA , adiFFiaird.

JUo%hfE , view Result Tree FHIFRIGL , IR[EIFEE 502 , AR Nginx HE+H
I KE [error] 2960#0: *2536622 no live upstreams while connecting to

upstream £&ix, WERNAFEFF , CPULEE , KRAHEK , VARFHIZAEFILIET , M
2 L EMRILR —EL,

nginx_test.jmx (/Users/nathan/Documents/Project/playground/nginx_502_debug/nginx_test.jmx) - Apache JMeter (5.0 r1840935)
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[error] 7#7: *22642 recv() failed (104: Connection reset by peer) while
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[error] 7#7: *98207 upstream timed out (110: Connection timed out) while
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Nginx JREGS AT
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2k nginx JjRAE 1.12.2 , FEXTVARAIRED,

$ wget https://github.com/nginx/nginx/archive/release-1.12.2.tar.gz

$ tar xzf release-1.12.2.tar.gz

$ cd nginx-release-1.12.2

# A rg (83 grep. ack, ag, #% rg) #% "no live upstream’

$ rg "no live upstream"

# src/stream/ngx_stream_proxy_module.c

# 696: ngx_log_error(NGX_LOG_ERR, c->1log, O, "no live upstreams");
#

# src/http/ngx_http_upstream.c

# 1499: ngx_log_error (NGX_LOG_ERR, r->connection->log, 0, "no live
upstreams");

#

# docs/xml/nginx/changes.xml
# 7254:answer from cache if there were no live upstreams.

HEEARSEERH http A% , FTFF src/http/ngx_http_upstream.c X, 1499 74K
ARF -

if (rc == NGX_BUSY) {
ngx_log_error (NGX_LOG_ERR, r->connection->log, 0, "no live
upstreams");
ngx_http_upstream_next(r, u, NGX_HTTP_UPSTREAM_FT_NOLIVE);
return;
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F EEHLE] rc BN :

// src/http/ngx_http_upstream.c, Line:
1485
rc = ngx_event_connect_peer(&u->peer);

A EY , RE rc R[E] Nex BUSY RE , MiAIERK—% no live upstreams {58,

ngx_event_connect_peer ER¥XFE src/event/ngx_event_connect.c 3R , #EH
BAYHIRB R Nex_BusY , RBER AT XEAIEIREIHLER.,

// src/event/ngx_event_connect.c, Line
34-37
rc = pc->get(pc, pc->data);
if (rc !'= NGX_OK) {
return rc;
}

BRI FNAARE , pc->get SKERTEM AKRENA—4E, BXIASA round robin A= ,
pc-get ¥5M ngx_http_upstream_get_round_robin_peer BR¥K.

// src/http/ngx_http_upstream_round_robin.c, Line 435-
461
if (peers->single) {

peer = peers->peer;

if (peer->down) {

goto failed;
}

if (peer->max_conns && peer->conns >= peer-
>max_conns) {
goto failed;
}
rrp->current = peer;
} else {
/* there are several peers */
peer = ngx_http_upstream_get_peer(rrp);
if (peer == NULL) {
goto failed;
}

ngx_log_debug2(NGX_LOG_DEBUG_HTTP, pc->log, O,
"get rr peer, current: %p %i",
peer, peer->current_weight);
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MR E M upstream peers AF—1 , APALNRIXA peer down 1w H i 1T i KiEHEN |
BLEFFH N failed . ARBEZA upstream , LB
ngx_http_upstream_get_peer ¥EEREIEMN peer , XN REEIERIIRBHAAUT
FEIFEMEHINT peer EBIEE , EBEEVRMORHIR , #RIE weight TREIFRIFH peer
R[E] , NRIZHHE &M peer , FiR[E NULL,

FRRA , anRFETIR B E 55480 peer , &3t A\ failed .
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failed FERJRAL :

// src/http/ngx_http_upstream_round_robin.c, Line: 473-503

failed:

if (peers->next) {

ngx_log_debug®(NGX_LOG_DEBUG_HTTP, pc->log, 0, "backup

servers");

}

rrp->peers = peers->next,

n = (rrp->peers->number + (8 * sizeof(uintptr_t) - 1))
/ (8 * sizeof(uintptr_t));

for (i =0; 1 < n; i++) {
rrp->tried[i] = 0;
}
ngx_http_upstream_rr_peers_unlock(peers);
rc = ngx_http_upstream_get_round_robin_peer(pc, rrp);
if (rc !'= NGX_BUSY) {

return rc;
}

ngx_http_upstream_rr_peers_wlock(peers);

ngx_http_upstream_rr_peers_unlock(peers);

pc->name = peers->name;

return NGX_BUSY;
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EXATHEIT Nex_BusY . EA failed Jg , SEFIWTHIRA backup server , ZIRAH
e FeEiERE backup server |, ERATNEIRE , EFREABNNBITEIRE , R[E
NGX_BUSY .

Nginx JFBBIERS © Nginx Fe3=ii%H upstream FfK] peer , 20K peer 7 , HEF—
ERBTRIN A R BUR BB IS BRI , ABAIRE peer A PUZEHE , 185k—%% no live upstreams
B, #5HB ngx_http_upstream_next EifiElE.

A2 HAlE 4tk nginx IAKI&E 7] B upstream fR%528 TIE ? M Linux PAZIRESH
TCP/IP SRELFIEFHREI T Z XK.

Linux TCP BI85
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CONNECT/SYN (Step 1 of the 3-way-handshake)

----------------- > unusual event
———> client/receiver path (Start) _(

CLOSE/-
———> server/sender path LISTEN/- A
: CLOSE/-

(Step 2 of the 3-way-handshake) -
ep 2 o e 3-way-handshake) SYN/SYN+ACK LISTEN

RST/- SEND/SYN

SYN SYN
RECEIVED SENT
Data exchange occurs
ACK/- _ SYN+ACK/ACK
'_ - (Step 3 of the 3-way-handshake)

CLOSE/FIN ‘ ‘

: CLOSE/FIN FINJACK
A | Active CLOSE| |Passive CLOSE| ____________ )
' A Y b |
| FIN/ACK 1 :
' FINWAIT 4 |77 CLOSING o CLOSE WAIT |
: FIN+ACK/ACK | : A |
| ; ; | | 1
[}
! ACK! . CLOSE/FIN :
. , : b :
! g i l 1 )
! g i l 1 )
| Y = |
! FINWAIT2 | e TIME WAIT | | LAST ACK !
| ___ | [ LasTack | i
: lﬂmeout | : 1
L DU [ l I

(Go back to start)_:

RisNAEsfE , #t LISTEN HRE , 813 socket MWTiHA .
W PunTHAERRS 2 |, et T TCP = kiR

1. & P &% SYN #i3C
2. Hﬁ%ﬁﬁ‘ﬁqﬁlj SYN AaEL. SYN/ACK , #iAWKEIM SYN |, iE#EFF A\ SYN RECEIVED 3K

3. EF' HUSEINEAZE SYN/ACK , &% ACKIRX , REB[BWEIZ G , EHEHA
ESTABLISHED YR

LW ZETF |, BENESL TCP ER |, R,

1E Linux NAZSRIAF , 3T LISTEN REMFEF , SUEFPABAT , —DIYSEREIAS)
(incomplete connection queue) , {R{FHIE SYN RECEIVED «Hi E@J‘;"’E% H—EEM
2EH#NF (completed queue) , REMETHR=IKIETF  KEELE ESTABLISHED
HIER.

2 SYN #R3CJF , SEIR[E] SYN/ACK , B IGE NSRS I ; anREEIR P& kK]
ACK R, BEIERMNAERINS TR RN+ |, FENAFEFET accept(2)
ABOAR , EERMNSFERE | FFRBuREE.
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recv SYN

Application

recv ACK T
SYN Queue E
j accept()

BLA RS IRFEE | BAAMSBSIKERS) , MESFENSHEER.
LEZNINKEXR/NREFEARZN listen(2) REIEE.

Accept Queue

BREEN : int listen(int sockfd, int backlog); , backlog Z¥FEEHRFEX
DNFEFBEIEFLASI KN,

SFREIBAT IR/ NRIEAR backlog PAKRP#Z net.core.somaxconn FE/NEFTHARE ,

net.core.somaxconn ZRA{EA 128,

—MME , 2RI KEDIHEAT , FATHR =BT RER R IR SN RFE riE
g accept(2) REEE. (BRMRMAEFLEBRIE , ZFEFKREKRK , TRESERS
EEFRBAS IS L

WMREEENSNCEH T |, XETUREHEREBAS | — & Fim & k) ACK #R3C , TCP 418
XN ACK ZR% , 5k&IR[B] RSTR3C , B§ net.ipv4.tcp_abort_on_overflow %
#l , ZHAK o, WE A 1 Wj&IR[A] RST,

FMKIERSIE net/ipv4/tcp_minisocks.c X tcp_check_req K%K :

| BUTRABEA Linux 4.19.12 1451

// net/ipv4/tcp_minisocks.c, Line: 786-789
child = inet_csk(sk)->icsk_af_ops->syn_recv_sock(sk, skb, req,
NULL,
req, &own_req);
if (!'child)
goto listen_overflow;

SR IR SR net/ipva/tep_ipv4.c HfR] tcp_v4_syn_recv_sock :
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// net/ipv4/tcp_ipv4.c, Line: 1413-1418
if (sk_acceptq_is_full(sk))
goto exit_overflow;

// include/net/sock.h, Line: 857-860
static inline bool sk_acceptqg_is_full(const struct sock
*sk)

{
return sk->sk_ack_backlog > sk-
>sk_max_ack_backlog;

}

SCHIMNEEINSIRAEH , RHT , MBI /proc/net/netstat ILEFFH
ListenOverflows #1 ListenDrops 1%k, R[] NuLL .

@)% tcp_check_req BR¥X , child & NuLL , Bk¥:%E| listen_overflow .

// net/ipv4/tcp_minisocks.c, Line 796-800
listen_overflow:
if (!sock_net(sk)->ipv4.sysctl_tcp_abort_on_overflow) {
inet_rsk(req)->acked = 1;
return NULL;
}

embryonic_reset:
if (!(flg & TCP_FLAG_RST)) {
/* Received a bad SYN pkt - for TFO We try not to
reset
* the local connection unless it's really
necessary to
* avoid becoming vulnerable to outside attack
aiming at
* resetting legit local connections.
*/
req->rsk_ops->send_reset(sk, skb);

} else if (fastopen) { /* received a valid RST pkt */
reqsk_fastopen_remove(sk, req, true);
tcp_reset(sk);

}

if (!fastopen) {
inet_csk_reqsk_queue_drop(sk, req);
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__ _NET_INC_STATS(sock_net(sk),
LINUX_MIB_EMBRYONICRSTS);

}
return NULL;

MERIZIZE net.ipva.tcp_abort_on_overflow , ARAR B acked #rEk K1, B
JR[E] NULL , Y% F28 7 % Fimixfa— ACKRIX ; tiREEE A 1, KBLIFHRIT
T3, B send_reset() A& FiHiR[E RST , B FAig4SHI Connection reset by
peer ZIHFR.

ACK i 2m fa , IRFInSF Z3thfeduR B /AT (£ 58 _ IKIEFRTH) SYN/ACK , &
inEk , ACKEEX , WEIEARR SYN/ACK Fth&E A& ACK , JR$inE{(E SYN/ACK K
REE net.ipv4.tcp_synack_retries Z¥IETE , B K 5.
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FIF TCP MEZNS , ATRAULE Fin%sr , ERIRSinfE A8 =N TRt |

BE AT,
UEZ R T BRI IBIER , F SR ATH,

NI ERZARSE net.ipv4.tcp_max_syn_backlog &¥us%l , £iXEH
syncookies MIET , B RFIKIRCEWETT  WRBAT syncookies , HigE
HEFEBNS IR B K ERS.

recv 5YN

recy ACK T
SYN Queue E

k j accept()

Accept Queue

ANRIEEASIANAESK NS ERR T , RO EFTARKN SYN F ACK 8 , B4t i,
Linux JFBSHTE4T |

1. Linux {§ AN A IRF AR BMRERK TCP iE#
2. ¥IEHNIIKEH ARG SE net.ipva.tcp_max_syn_backlog =% , {BANREH
T syncookies WIARFIEIHKE LR

3. 2EFEFIBFEFRAA listen(2) BHEAN , )z KAJEL net.core.somaxconn iXE

HIE , RRZAEA BITHR O 4EP R R 2E %S
4. RIEZAINE , RRAEFT ACKIR , FTTIERFER N EHINY IS ENERIA
3, REER , ERENSRERN AR accept()

fRRFTik

LA RN, X3 T nginx A4 no live upstreams $HRMIEKIFN , A& Linux
NAZZET TCP &3 BT RIS IWLBIFAE AL E S8, TR A BT XM AE S HUnEE

TEFRERER.
PRZAA

B /etc/sysctl.conf , JF%E Nginx BEVHNZECE :

fs.file-max=1024000
net.ipv4.tcp_tw_reuse = 1
net.ipv4.tcp_tw_recycle = 0
net.ipv4.tcp_fin_timeout = 30
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# max SYN backlog
net.ipv4.tcp_max_syn_backlog = 4096

# max timewait sockets held by system
simultaneously
net.ipv4.tcp_max_tw_buckets = 5000

# TCP receive buffer
net.ipv4.tcp_rmem = 4096 87380 67108864
# TCP write buffer

net.ipv4.tcp_wmem = 4096 65536 67108864
# turn on path MTU discovery
net.ipv4.tcp_mtu_probing = 1

# max read buffer

net.core.rmem_max = 67108864

# max write buffer

net.core.wmem_max = 67108864

# default read buffer
net.core.rmem_default = 65536

# default write buffer
net.core.wmem_default = 65536

# max processor input queue
net.core.netdev_max_backlog = 4096

# max backlog

net.core.somaxconn = 65535
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1E1TNV FAFERF docker TEE EARIRERNZSE , R4 X BENMKAZEEF AL S
wBIEERE , BB TARMKGRTE , MAKERSHN , FERBZANIELIT LN
ST U4k , bkl fs.file-max . net.ipv4.tcp_max_syn_backblog % , {HE
net.core.somaxconn XEEVAE 128 .

net.core.somaxconn {HAFKALIFTIATH tornado F&F =4SR5 |, [EA tornado
JENBTERIAER] backlog SEE 128, AERNMSEUSET=ERRMER , T2
tornado HIENTEREUE AR backlog {H , PUEBMEE#HINIIKE.

MRFERERHERANNZSE , sTERIMLE --sysctl &%, 5120 docker

run --sysctl net.core.somaxconn=4096 ... , BEIFZHEBIRAE—IINIZS
WRIFBEHRH , B{ES% Docker X#4,
Nginx fiCE

WIREFEF A |, ngink £ f5isN BEY K215 , SBARASTFELEKRE TIME_WAIT
RERNERE | TBRERS 2 MIE0 TR,

£ nign AAAS | ZIE nginx F/5vmE A keepalive {RIFHIZESREI ], AT UK
nginx JEFMF EEARIFIEE , FRESMERAGIZME.

FLEAIE
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https://docs.docker.com/engine/reference/commandline/run/#configure-namespaced-kernel-parameters-sysctls-at-runtime
https://www.nginx.com/blog/tuning-nginx/

upstream si1 {
keepalive 1000;

server appl:8888;
server app2:8888;

}
server {
listen 8888;
location / {
proxy_pass http://s1;
proxy_http_version 1.1;
proxy_set_header
Connection "";
}
}

1E nginx FfFuR{E F http 1.1 1Y , FF/2 keepalive TIAE,
proxy_http_version ®EWMXIRAA 1.1, BAZIF keepalive ;

proxy set_header #£ Connection KiFT , L& FPinAKHKLEEE
Connection: close , MEAIMUIEKIEIERT ;

keepalive SERBEMNZE nginx worker I ZFHR KT FiEHE , AMEED
worker BESYE KIEREEL

bEanise , 20R— nginx worker I E|I—/N%& FiRiEK , RN EX B TRREET A , M
S0 upstream AU —PMHHKEE |, FIEEHT , ITMERERTRRS , FHET—1%
FmiEsK , BRI T FKSHEZRT keepalive ZWRENE , RFECIEMIE
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ERMAH nginx TF)KF,

R keepalive ZEUREIST/N, bhan 16 , SFAKIHEMN AR SIEF L KIERE | [
B X BIRZIEFEHER , TATHRE | TRRESHIERRBSHMBIT 16 , [FXLER
HRA , S nginx REB[HIVAKE TIME WAIT KRESHNERE | IEfRIRO TR ;

BRIR keepalive ZIXBEFIK , Flnh A nginx MERIFF S KERM AR
M, RvRi ARTREIR A M MinE , FTOEFHEYGHIENER, FTRA keepalive Z¥EELIF
REMIERMSIFRE , ALERRE N 1000 , FIXBREH AR,

SR

£ FHTH nginx ACEEHTRshiMEARS

$ docker-compose -f docker-
compose.stable.yml up

a3 jmeter IIMAA | KESELE1TRMIZHEIR 502 Fik.

00:12:15 4,0 300/300 @

Aggregate Report
Name: Aggregate Report
Comments
Write results to file / Read from file
Filename Log/Display Only: Errors Successes = Configure
Label #San verage Median e Min Max

g imum
HTTP Req... 0 3252 290 2 16416
TOTAL 0 32 90 9 25 16416 0.00!

Erro

Include group name in label? = Save Table Data ¥/ Save Table Header

BE RN AREEEN , B2XA T timewait IKEMER.
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$ sudo nsenter -t $(docker inspect -f '{{.State.Pid}}' nginx_502_debug_app2_1)
-n ss -s

# Total: 198

# TCP: 1185 (estab 191, closed 991, orphaned 2, timewait 0)

# Transport Total IP IPvV6
# RAW 0 0 0]
# UDP 1 1 0
# TCP 194 193 1
# INET 195 194 1
# FRAG (¢} 0 (0]

AT

1. ERARNARANERK

ATARSBEENERS , TiEEBEH EEBEIRNM TCP &L , — /1N /7%E attach
FEITHRZSE , ®I iproute2 ZkF netstat ZIFEWTH , BEECE—FHEAENS
7%, REBEN LR T HNAERERNT],

$ sudo nsenter -t $(docker inspect -f '{{.State.Pid}}' nginx_502_debug_app2_1)
-n ss -s

docker inspect FXEIRF3 EXTJTE*]TEEML& pid , nsenter -t #FdBEARTR/BHFE
K BZE , -n ss -s RREDBTEFPITHEHKHS ss -s .

XTI, ATABRIASNEANERT , REPITHMRRESG L TRINPITHG

v 8
5

2. ZF TCP BAFIidsH %
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3. EERRIREHIER B

$ netstat -s | grep -i listen

# 674915 times the listen queue of a socket

overflowed

#

# W&

$ nstat -a | grep Listen
# TcpExtListenOverflows
0.0

# TcpExtListenDrops

0.0

674915 SYNs to LISTEN sockets dropped

674915

674915

AJRAMER netstat B ss @4EE  WALKHR ss 4, BREER , EWTRE

B

PAEF TIME_WAIT AR A

4. ERELEEMIHKEMNE B

$ netstat -ant | grep WAIT | wc -1
$ ss -ant -4 | grep WAIT | wc -1
$ ss -ant -4 state time-wait | wc -1 # FEE1, Bikheader

X—AT

SIS

$ ss -1Int

#

H* H HH R

-1nt

State

LISTEN
LISTEN
LISTEN
LISTEN
LISTEN

PANP
HD4>;1

Recv-Q Send-Q
Address:Port

[ccNoNoNoNo]

EAETCP Y inH

32
128
20480
1024
128

Local Address:Port

192.
0.0.
127.
127.
127.

[cNoNoNoN Y
[cNoNoNoNee]

.122.1:53
122
.1:8384
.1:9001
.1:5900

Peer

[oNoNoNOoNO)
coooa
coooa
LR

EE B T
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Recv-Q RREEIEHINSIFEBRIERNE , WEELTR=IKIETF |, (B H N AR
FF accept() HIEFEER; sSend-Q RFTYUFTHFBELEZENIINHEKKE.

B

nginx I no live upstreams RHEATEALERRSTE  BA GRS IEEZSH
T, E5F nginx ZRANEK , S nginx AKX ] MY upstream AR %25 , nginx 1E4G A
BINERATA upstream [FIRKW , HiEtR 502 #1%.

—ERBFRIN nginx LA EIHRS L down 32 , BHAK FinR[E 502 , A EIRHEA
ME , FTAHIEISEIFR K CPU, WELLIEENMELL.

T RimiR Sk , EFEER Linux RAZIEHIN , RIsNAAM accept() RahE
LRI NAS T ER , BTANAZE SRS N TR R B TUARMMK , I e
FRASHIREER.

Fr—RBEEGE , Fin BAETMSIFREE | nginx AARIKESKRE , MENEH
NRGERNA , RN KEERIURER T BinfEKg , EFRHIFER , 2tk
=

RRTIEREATHA

L A% nginx EHNLSE , WML EZAS], FEZAIIKE | 125 nginx FAREN
2. BicE nginx MjainfE AKEE , (EMAIEKN keepalive ¥, T TCP &K A2
HIFTHSE | & Rvm Ak ST AR in H R

AITTXRERE , RN HIEERAERAN TRICR X, fEARERTTS , R
NHRHRRNBWZLL , EFL LI,

%N
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